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Keeping organisational data secure
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Section 1.1 (recall)

1) Fill in the missing words for this definition of a data breach.

of personal data.

2)

Section 1.2 (apply)

3)

4)

5)

6)

security

It is important to organisations to keep data secure. State 2 consequences to an organisation if they don't 
keep personal data secure 

1. Customers could lose confidence in the company and stop doing business with them.
2. Companies could be fined by organisations that oversee data protection.
3. The competitors of an organisation could see their private information, which would give them an 
advantage.

What personal data was shared?

1. Data breaches

An incident that has affected the 

What do you think could happen to the employee who send the email?
By not following the procedures within the company, they could lose their job. 

The scenario above is an example of data breach.  
Thinking about this scenario, answer these questions.

Names and email addresses of their customers

Who might benefit from this data breach?
The competitor know has the names and email addresses of the their customers. They also know how 
many customers the company has.

What could be the impact on the company of this data breach?
Customer could lose trust in them and stop doing business with them. They could be fined. The 
competitor has an advantage over them.

An employee has accidently 
sent an email containing un-
encrypted names and email 
addresses of their customers 
who have bought one of their 
products to a competitor. 
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Section 2.1 (recall)

1) Match these definitions against the words below. 

Section 2.2 (rephase)

2)

GDRP

Definition
Regulation that governs the way that organisations can use, process 
and store personal data 

2. GDPR

Right of access You can ask to see what data is being held about you.

Right to rectification

Privacy notice
Information that tells individuals how an organisation will use, store or 
share their personal data

Data subject
The identified or identifiable living individual to whom the personal 
data relates.

Data controller
Determines why and how personal data is processed in an organisation

As a data subject you have rights under GDPR. Can you fill in the gaps for the benefits you have from these 
rights? 

GDPR right Benefit as a data subject

Right to be informed
You can find out what personal data a company has and how they are 
using it  

The data has to be accurate, if its not you can ask for it to be fixed.

Right to erasure The data has to be deleted when its no longer needed

Rights in relation to automated 
decision making and profiling

You can have decisions made by a real person rather than an 
automated system.

Right to restrict processing You can ask for a limited use of your data

Right to data portability You can move your data between companies

Right to object You can unsubscribe from things such as a newsletters

Regulation that governs the way that 
organisations can use, process and store 

Information that tells individuals how an 
organisation will use, store or share their 
personal data

The identified or identifiable living individual to 
whom the personal data relates.

Determines why and how personal data is 
processed in an organisation
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2. GDPR
3)

Yes/No

No

No

Yes

4)

Section 1.2 (active)

5)

Here are some websites you could use,

Facebook https://www.facebook.com/help/contact/
Twitter https://help.twitter.com/en/managing-your-account/accessing-your-twitter-data
Snapchat https://support.snapchat.com/en-US/a/download-my-data
WhatsApp https://faq.whatsapp.com/general/account-and-profile/how-to-request-your-account-information

As a data subject you have the right to be informed about the data an organisation holds about you. Many 
organisations allow you to download the information they hold. 

Think about an organisation that holds data about you, then search online to fill in a subject access request to 
see the information they hold about you.

Under GDPR you have the right to be forgotten. Can you think of some reasons why you might want a 
company to delete data they hold about you?

An example answer, the learners may come up with other reasons: 
You may have shared personal data or commented on websites when you were younger that you don't want 
to be seen any more. 
Some examples could be, 
1) social media sites you don't use any more and would like any posts removed. 
2) Any online forums you used to comment on when you were younger. 
3) organisations that you used to attend that don't need your medical data any more. 

Imagine you are working for a company that has the email 
addresses for people who wish to receive updates about a festival 
that is happening in their town. When sharing their email 
addresses, the people were told their details would only be used to 
receive information about the festival. 

Your company is also promoting a new coffee shop and wants to 
tell people about it. 

Imagine you are working as a data controller in the company, which 
of these do you think you should allow?

Look at the age/gender/address of the people 
signed up and only email people you think might 
like to hear about the coffee shop. 

If the people have not stated they want to 
receive marketing, you can not contact them.

Only send emails to these people about the 
festival not the coffee shop.

Data should only be used for the reason 
agreed to when collected.

Why?

Share the email addresses with the coffee shop 
owners as they will be useful to them.

Data should only be used for the reason 
agreed to when collected.
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2. GDPR
Apple https://support.apple.com/
Microsoft https://docs.microsoft.com/en-us/compliance/regulatory/gdpr-manage-gdpr-data-subject-requests-with-the-dsr-case-tool

Instagram https://help.instagram.com/contact/

Which organisation have you contacted with a subject access request?

What did you have to do? e.g. did you have to prove your identity? Did you have to fill in a form? 

You might have to wait to receive your data. How long did it take for you to get it?

Have you received your data? If you have, did it look correct?
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Section 3.1 (recall)

1) Which of these statements about encryption are true?

Section 3.2 (rephase)

2)

Section 3.3 (active)

3)

Here are some websites that might help you,
WhatsApp https://www.whatsapp.com/security

Facebook https://www.facebook.com/help

Other message sharing organisations you could research are: Twitter, Snapchat, Steam, Zoom.

3. Technology to protect data

Statement

Encryption is encoded using a key.

If I encrypt my data I will never be able to read it 
again.

Encryption is only for data that is in transit.

True/False

TRUE

FALSE

FALSE

The main way to keep data safe is to encrypt it.

Thinking about ways to keep organisational data secure. Why should an organisation use these methods to 
protect personal data?

Method Why?

End to end encryption is where the only the sender and receiver can view the message - not even the 
organisation you are using to send the message can't read it. Think about the services you use to transmit 
your personal data, (e.g. messages, photos), then research online to find out if they use end-to-end 
encryption.

TRUE

Backing up data and code

Data can sometimes be lost accidentally, either through 
deletion or corruption. Data should be backed up at regular 
intervals in case this happens.

Limiting access

It is good practice to provide access to named 
individuals/roles/teams who have a valid reason. This makes 
sure that only people who have a specific task have the right 
data and nothing more. 

Testing and monitoring

Weaknesses in the systems can be identified by authorised 
people within the company acting like a hacker and trying to 
access the systems. 
Ongoing system monitoring can be used to identify 
unauthorised data breaches.
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3. Technology to protect data
Which organisation have you researched?

Do they use end to end encryption to transmit your data?

What does this mean for any messages/photos you might send through this organisation?
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